
 
 
 

 

Safe Use of Digital Technologies and Online 
Environment Policy (OSHC) 

 
 

OBJECTIVES 
 
The OSHC service provides a safe, supervised, and educational environment for 
students to use digital technologies and navigate the online environment. Our 
objective is to equip students with the skills and knowledge to be responsible with 
technology, while mitigating risks associated with online use. We are committed to 
fostering positive online behaviours and protecting student privacy. This policy 
ensures that all digital activities are purposeful, age-appropriate, and align with the 
service's broader educational and developmental goals. 
 

Introduction 

Digital technology provides creative, interactive and stimulating learning 
environments fostering meaningful communication and collaboration between 
students and Educators. 
 
Our OSHC service is committed to fostering a culture that creates and maintains a 
safe online environment with support and collaboration from staff, families and 
community.  
 
As a child safe organisation, our OSHC service embeds the National Principles for 
Child Safe Organisations and continuously addresses risks to ensure children are 
safe in both the physical and online environments. Digital technologies have become 
an integral part of students’daily lives. For this reason, it is important that our 
Educators are not only familiar with the use of digital technologies, but are able to 
guide children’s understanding of, and ability to interact, engage, access and use a 
range of digital technology in a child safe environment.​
​
Our OSHC service uses digital technology and electronic devices as a tool for 
learning with children, documenting their learning and development, communicating 
with families and the wider community, supporting program planning and 
administration tasks and enhancing safety and security through systems such as 
sign in/out platforms. Our Educators are diligent in ensuring students are only able to 
access age-appropriate technology on the school’s filtered internet browsers. 
 
 

Definitions 
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OSHC Out of school hours care provided by Pedare before and 

after school hours and, providing Vacation Care during term 

breaks. 

Child Safe 

Environment 

This is a framework and culture designed to actively protect 

children and young people from all forms of harm. This is 

embedded in Pedare’s leadership, culture and day to day 

operations including the OSHC service. 

Child Safe 

Organisations 

Pedare is a child safe organisation as it places the best 

interests of children and young people first. The College 

complies with the National Principals as endorsed by the 

Council of Australian Governments including the Prime 

Minister and State Premiers and Territory First Ministers. 

These principles are endorsed by the Australian Human 

Rights Commission. 

National Model 

Code and 

Guidelines 

Accessed from ACECQA - Australian Children’s Education 

and Care Quality Authority. A national authority responsible 

for guiding the implementation and administration of the 

National Quality Framework (NQF). 

Education 

Standards 

Board 

Is the independent government authority responsible for 

regulating early childhood education and care services, as 

well as schools, in South Australia. Its primary goal is to 

ensure that children have access to high-quality education 
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and care in safe, well-governed, and well-managed 

environments. 

Approved 

Provider 

Pedare Christian College 

Nominated 

Supervisors 

Head of Junior School​

OSHC Director  

ICT Information and Communication Technologies, Pedare ICT 
team. 
 

Artificial 

Intelligence 

(AI) 

An engineered system that generates predictive outputs 
such as content, forecasts, recommendations, or decisions 
for a given set of human defined objectives or parameters 
without explicit programming.  
 

Cyber Bullying The use of digital technology to bully a person/s. Key 
characteristics of the behaviour of cyber bullies are 
repetition, intent to harm, a power imbalance, persistence 
and permanence and anonymity. The content can include 
spreading hurtful messages, spreading rumours, sharing 
private information or images, impersonation and exclusion. 
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Cyber Safety Also known as online safety. These are the practices and 
behaviours that help protect individuals from harm in the 
digital world. 

Generative 

Artificial 

Intelligence 

(AI) 

A branch of AI that develops generative models with the 
capability of learning to generate novel content such as 
images, text and other media. Generative models is a type 
of machine learning model that creates new content based 
on original content from the data it was trained on. 
 

Illegal Digital 

Content 

The eSafety Commissioner in Australia is responsible for 
online safety and provides a National Classification 
Scheme. Illegal content falls into key classifications of 1. 
Refused content - Child Sexual Abuse Material 2. Abhorrent 
Violent Material 3. Extreme Crime and Violence. There is 
also a class that identifies material that is illegal to provide 
to anyone under the age of 18. 

Online Hate Any hateful posts about a person or group based on their 
race, religion, ethnicity, sexual orientation, marital status, 
disability or gender. 
 

Smart Toys Smart toys combine traditional physical toys with digital 
technology. Often with an associated App that can be used 
to control the toy or games and track a students’ progress in 
learning activity. 

Sexting Is the act of sending, receiving or forwarding sexually 
explicit messages, photos or videos, primarily via digital 
devices like smart phones, but also through social media, 
emails and other online platforms. 
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Unwanted 

Digital Contact 

Any form of online communication that makes a person feel 
uncomfortable, unsafe or harassed. The key factor is that 
the communication continues when the recipient has given 
a clear indication that they want it to stop. 

 
 

Procedures 
​
Our OSHC Service follows the National Model Code and Guidelines for taking 
images or videos of children    ​
All staff, Educators, and visitors must ensure that any information, images, or digital 
content related to students, families, and the service is collected, stored, used, and 
shared in accordance with privacy legislation and service procedures, to maintain 
confidentiality and protect the safety and wellbeing of students. The nominated 
supervisor will advise the approved provider as soon as possible regarding any 
potential threat to security information and access to data sensitive information. Our 
OSHC service will follow practices outlined within this policy to protect personal and 
sensitive digital data.​
​
This procedure outlines the use of software, apps, and artificial intelligence (AI) to 
protect students, families, and staff. We will regularly review and update this policy to 
reflect the latest recommendations from key authorities like the Australian Children's 
Education and Care Quality Authority (ACECQA) and the eSafety Commissioner. 
 

Secure and Approved Digital Platforms  

Our OSHC Service will only use secure, password-protected software and 
applications on College-issued devices for all administrative and educational 
purposes. 

●​ Approval and Vetting: All Apps and software used must be vetted and 
approved by ICT to ensure they meet our privacy and security standards. This 
includes verifying that the platforms are closed and private and do not expose 
student's data to the public internet 

●​ System Updates: All devices and software will be kept up to date with the 
latest security patches and system updates to protect against vulnerabilities 

●​ User Accounts and Access: Each staff member must have their own 
unique, password-protected user account. The sharing of login credentials is 
strictly prohibited. Access to sensitive external systems software is granted 
only to staff who have all completed the necessary Working with Children 
Checks (WWCC) and Recognising the Risks of Harm, Abuse and Neglect 
(RRAHN) and other required background screenings in accordance with the 
Family Assistance Law 

Use of AI and Generative Models  
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The use of AI tools by staff and Educators is subject to strict safeguards to protect 
student's privacy and ensure the accuracy of information. 

●​ Confidentiality and Privacy: Staff must not enter any identifiable personal 
information of a child or family into a public or third-party AI program. This 
includes names, dates of birth, addresses, or any unique physical descriptors. 
Google Gemini is the only system is use by the College with strict privacy 
controls so that data cannot be shared outside that platform 

●​ Verification and Accuracy: Staff are responsible for monitoring, verifying, 
and checking any information obtained from AI. AI is to be used as a support 
or drafting tool only, not as an authoritative source. Staff must ensure that all 
generated content is contextually relevant and accurate before use 

Accountability and Consequences  

Failure to comply with this policy will be treated with the utmost seriousness to 
ensure the safety of all students in our care. 

●​ Staff and Educators: Any staff or Educator who fails to adhere to this policy 
will be in breach of their terms of employment and will face disciplinary action, 
which may include termination 

●​ Visitors and Volunteers: Non-compliance by visitors or volunteers will result 
in the immediate termination of their engagement with the service 

By implementing these specific measures, the OSHC Service can demonstrate its 
commitment to a comprehensive and proactive child safe culture in the digital space. 

 

Approved Provider will: 
 

●​ Have the ultimate legal and financial accountability for the service 
●​ Provide overall governance and compliance to ensure obligations under 

the Education and Care Services, National Law and National Regulations are 
met 

●​ Demonstrate Pedare is a fit and proper organisation to operate the service 
and that the service is financially viable 

●​ Appoint a Nominated Supervisor and Educational Leader 
●​ Develop and approve all high-level policies and procedures for the service, 

such as those for child protection, health and safety and managing complaints 
●​ Ensure risk assessments are conducted and all reasonable precautions are 

taken to protect children from harm 

Nominated Supervisor will: 

●​ As a certified on-site leader have day-to-day management of the service 
●​ Act as primary contact for staff, families and regulatory authorities 
●​ Ensure adequate supervision of students at all times and take all reasonable 

precautions to protect them from harm and hazards 
●​ Oversee staff, ensuring Educator to student ratios are maintained and all have 
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their Working With Children Checks and Recognising the Risks of Harm 
Abuse or Neglect 

●​ Ensure all required documentation is maintained and that serious incidents, 
complaints or charges against the service are reported to the Education 
Standards Board in SA 

●​ Ensure the OSHC program is delivered in line with the My Time, Our Place 
Framework, ensuring it is based on student’s interests and developmental 
needs 

●​ Ensure Educators, staff, and relevant visitors and volunteers have read, 
understand and adhere to this policy and associated procedures 

●​ Ensure families are aware of this policy and procedure and are able to access 
this as requested 

●​ Ensure professional learning is provided to Educators and staff relating in the 
safe use of digital technologies and online environments 

●​ Develop and monitor an Electronic Device Register for all electronic devices 
purchased and used at the OSHC service 

●​ Ensure students, volunteers and/or visitors are never left alone with a child 
whilst at the OSHC Service under any circumstances 

●​ Ensure no images or videos of students are taken, used or stored without 
prior authorisation from parents/caregivers 

●​ All staff, Educators andvolunteers are aware of the National Model Code and 
Guidelines and adhere to these recommendations for taking images or video 
of students including: 
-​ personal electronic devices or personal storage devices, that can take 

images or videos, are not used by Educators, staff, visitors or volunteers 
when working directly with children 

-​ staff and Educators only use electronic devices issued by the OSHC 
service for taking images or videos of students enrolled in the OSHC 
service 

-​ OSHC service issued devices are securely configured, monitored and 
maintained to prevent unauthorised access 

-​ visitors who are supporting children at the OSHC service (NDIS funded 
support professionals, Inclusion Support Professionals) obtain written 
authorisation from parents/caregivers to capture images or video of a 
child for observation/documentation purposes only 

Educators will:  

●​ Comply with this policy, failure to comply will be treated with the utmost 
seriousness to ensure the safety of all students in our care and may lead to 
disciplinary action including dismissal 

●​ Participate in practical training related to digital safety, privacy protection and 
responsible use of technology 

●​ Understand the critical importance of implementing active supervision 
strategies when students are accessing online environments to keep children 
safe 

●​ Promote and contribute to a culture of child safety and wellbeing in all aspects 
of our OSHC service’s operations, including student access to digital 
technologies and online learning environments 
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●​ Ensure that screen time is NOT used as a reward or to manage challenging 
behaviours under any circumstances 

●​ Introduce concepts to students about online safety at age-appropriate levels 
●​ Support student’s understanding of online safety by providing age-appropriate 

guidance, discussions and activities that help them to recognise safe and 
unsafe online behaviours 

●​ Consult with students about matters that impact them, including the use of 
digital technologies and online environments, to ensure their voices are heard 
and respected in a meaningful way 

●​  
●​ All staff, Educators and visitors are prohibited from using any personal 

devices (including mobile phones, smart watches and tablets) to take images 
or video of students at the OHSC service 

●​ All personal devices must be stored securely in a designated area away from 
students access 

●​ Staff and Educators must keep all passwords confidential and must log out of 
all devices, software programs, and online platforms after each use to prevent 
unauthorised access 

●​ Staff and educators must never use any device to access social media or 
engage in any online activity that could breach the privacy of students, 
families, or staff 

●​  

 Nominated Supervisor, Educators, staff, volunteers and 
students will: ​
 

●​ Ensure all  Educators, other staff, visitors, volunteers and family members are 
aware that the use of personal electronic devices used to take photos, record 
audio or capture video of students who are being educated and cared for at 
the OSHC service is strictly prohibited. This includes items such as tablets, 
phones, digital cameras, smart watches, META sunglasses and personal 
storage and file transfer media (such as SD cards, USB drives, hard drives 
and cloud storage)  

●​ Ensure students are always supervised and never left unattended whilst an 
electronic device is connected to the internet 

●​ Ensure when students are using the internet, they are doing so through the 
College internet provider with firewalls and protections in place, and not on 
their own personal internet plans 

●​ Provide a child safe environment to children reminding them if they encounter 
anything unexpected that makes them feel uncomfortable, scared or upset, 
they can seek support from staff 

●​ Reflect on our service’s physical environment, layout and design to ensure it 
supports child safe practices when students are engaged in using technology    

●​ Only permit students to use devices in open areas where Educators can 
monitor student’s use 

●​ Be aware of high-risk behaviours for children online, including uploading 
private information or images, engaging with inappropriate content 
(inadvertently or purposefully), making in-App purchases, and interacting with 
unsafe individuals     
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●​ Ensure all visitors and volunteers are supervised at all times  
●​ Ensure all devices are password protected with access for staff only 
●​ Where digital devices are used during transportation and excursions, they 

must be used in accordance with practices outlined within this policy and 
associated procedures                 

●​ Personal devices may be brought on excursions but must be stored in the 
Service emergency bag, carried by a member of the Leadership team and 
only used by the educator when they are on their rostered break, and not in 
contact with the children. Personal devices must be then returned to the bag 
when recommencing their shift and contact with the children. 
 

Families will: 

●​ Adhere to this policy and associated procedures 
●​ Not use personal electronic devices, such as mobile phones, smart watches 

or META sunglasses, to take photos, record audio, or capture video of 
children being educated and cared for at the OSHC service. This is critical to 
prevent the accidental or intentional capture of sensitive images on 
non-service devices, which cannot be secured or monitored 

Acknowledge that images and videos captured for our educational program may 
sometimes include other students in the background. Our policy is designed to 
protect every student's privacy. 

●​ Families are never to duplicate, upload, or publish any images or videos 
containing other students to the internet or social networking sites, regardless 
of their privacy settings 

●​ Families must not share this content with anyone other than immediate family 
members who have been granted access to the secure communication 
platform 

●​ By enrolling their child, families agree to this policy to protect the privacy and 
safety of all students in the OSHC service 

●​  

Our Safe Use of Digital Technologies and Online Environments Policy will be 
reviewed on an annual basis in consultation with students, families, staff, Educators 
and management. Families will be notified of changes to policies within 14 days to 
ensure they remain informed and can provide feedback or ask questions as needed. 

                           
 

Related Documents  

Australian Children’s Education & Care Quality Authority. National Model for Early 
Childhood Education and Care.​
Australian Government Office of the eSafety commission​
eSafety Early Years Program for educators​
eSafety Early Years Program checklist​
eSafety Young People​
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eSmart Alannah & Madeline foundation​
Kiddle is a child-friendly search engine for children that filters information and 
websites with deceptive or explicit content: https://www.kiddle.co/​
Office of the Australian Information Commissioner (OAIC) 

Sources​
​
Australian Children’s Education & Care Quality Authority. (2025). Guide to the 
National Quality Framework​
Australian Children’s Education & Care Quality Authority. (2023). Embedding the 
National Child Safe Principles​
Australian Children’s Education & Care Quality Authority. (2024). Taking Images and 
Video of Children While Providing Early Childhood Education and Care. Guidelines 
For The National Model Code. 

Australian Government eSafety Commission (2020) www.esafety.gov.au​
Australian Government Department of Education. Child Care Provider Handbook 
(2025)​
Australian Government. eSafety Commissioner Early Years program for educators​
Australian Government, Office of the Australian Information Commissioner. (2019). 
Australian Privacy Principles: 
https://www.oaic.gov.au/privacy/australian-privacy-principles-guidelines/​
Australian Government Department of Health and Aged Care. (2021). Australia’s 
Physical Activity and Sedentary Behaviour Guidelines​
Australian Human Rights Commission (2020). Child Safe Organisations. 
https://childsafe.humanrights.gov.au/​
Early Childhood Australia Code of Ethics. (2016).​
Education and Care Services National Law Act 2010. (Amended 2023).​
Education and Care Services National Regulations. (Amended 2023).​
Office of the Australian Information Commissioner (OAIC)​
Privacy Act 1988. 

 

National Quality Standards​
 
QA
2 

2.2 Children’s Health and Safety 

 2.2 Each child is protected 
 2.2.1 At all times, reasonable precautions and adequate supervision 

ensure children are protected from harm and hazard 
 2.2.3 Management, educators and staff are aware of their roles and 

responsibilities regarding child safety, including the need to identify 
and respond to every child at risk of abuse and neglect 

QA
7 

7.1.2 Management Systems 

 7.2.1 Continuous improvement 
 

Education and care services national law and national regulations 
Authorised by: Head of Junior School​ ​ Doc No:​
Version No.  1.0​ Version Date: August 2025​ Next Review: August 2026​
All printed copies are UNCONTROLLED unless marked otherwise ​ Page 10 
 

https://www.alannahandmadeline.org.au/what-we-do/prevention-programs/esmart
https://www.kiddle.co/
https://www.acecqa.gov.au/sites/default/files/2025-01/Guide-to-the-NQF-250101.pdf
https://www.acecqa.gov.au/sites/default/files/2025-01/Guide-to-the-NQF-250101.pdf
https://www.acecqa.gov.au/sites/default/files/2023-08/InfoSheet_EmbeddingTheNationalChildSafePrinciples_1.pdf
https://www.acecqa.gov.au/sites/default/files/2023-08/InfoSheet_EmbeddingTheNationalChildSafePrinciples_1.pdf
https://www.acecqa.gov.au/sites/default/files/2024-07/Guidelines%20for%20the%20National%20Model%20Code%20Taking%20Images%20and%20Videos.pdf
https://www.acecqa.gov.au/sites/default/files/2024-07/Guidelines%20for%20the%20National%20Model%20Code%20Taking%20Images%20and%20Videos.pdf
https://www.acecqa.gov.au/sites/default/files/2024-07/Guidelines%20for%20the%20National%20Model%20Code%20Taking%20Images%20and%20Videos.pdf
http://www.esafety.gov.au
https://www.education.gov.au/early-childhood/resources/child-care-provider-handbook
https://www.esafety.gov.au/educators/early-years-program
https://www.oaic.gov.au/privacy/australian-privacy-principles-guidelines/
https://www.oaic.gov.au/privacy/australian-privacy-principles-guidelines/
https://www.health.gov.au/topics/physical-activity-and-exercise/physical-activity-and-exercise-guidelines-for-all-australians?utm_source=health.gov.au&utm_medium=callout-auto-custom&utm_campaign=digital_transformation
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S. 162 A Child protection training 
S. 165 Offence to inadequately supervise children  
S. 167 Offence relating to protection of children from harm and 

hazards 
12 Meaning of serious incident 
73 Educational program 
76 Information about educational program to be given to parents 
84 Awareness of child protection law 
115 Premises designed to facilitate supervision 
122 Educators must be working directly with children to be included 

in ratios  
123 Educator to child ratios 
149 Volunteers and students 
155 Interactions with children  
156 Relationships in groups 
168 Education and care services must have policies and procedures  
170 Policies and procedures to be followed 
171 Policies and procedures to be kept available  
172 Notification of change to policies and procedures  
175 Prescribed information to be notified Regulatory Authority  
176 Time to notify certain information to Regulatory Authority  
181 Confidentiality of records kept by approved provider  
183 Storage of records and other documents  
184 Storage of records after service approval transferred 
 

 

Related Legislation ​
 
Child Care Subsidy Secretary’s 
Rules 2017  

Family Law Act 1975 

A New Tax System (Family 
Assistance) Act 1999 

Privacy Act 1988 (the Act) 

Family Assistance Law – Incorporating all related legislation as identified 
within the Child Care Provider Handbook 
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